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HE WALL STREET JOURNAL.

U.S. Probes Microsoft, Partners on
FCPA Allegations

Romania opens corruption case into nine
ministers over Microsoft licensing deal

Microsoft Bribe Probe Reaches Into Pakistan, Russia Deals

Ing whether the government overpaid

Justice Department Reviewing Allegations Involving Deals in Five Countries

Jur commitmentto Comp lace

19 Mar 2013 10:33AM | 2 10

Upholding legal and ethical standards

Posted by John Frank

; SRR R Vice President & Deputy General Counsel, Microsoft
21 Aug 20136:22PM | 20

Today, the Wall Street Journal reported that the U.S. government is reviewing allegations that Microsoft
business partners in three countries may have engaged in illegal activity, and if they did, whether Microsoft
Posted by John Frank played any role in these alleged incidents.

Vice President and Deputy General Counsel, Microsoft
We take all allegations brought to our attention seriously, and we cooperate fully in any government

investigate allegations that Microsoft employees and business panners may have engaged inill about potential misconduct by employees or business partners, and we investigate them fully, regardiess of
the source. We also invest heavily in proactive training, compliance systems, monitoring and audits to

in Pakistan and Russia. ensure our business operations around the world meet the highest legal and ethical standards.




THE WALL STREET JOURNAL.

This copy is for your personal, non-commercial use only. To order presentation-ready copies for distribution to your colleagues, clien
http://lwww.djreprints.com.

https://www.wsj.com/articles/microsoft-hit-with-u-s-bribery-probe-over-deals-in-hungary-1535055576

TECH

Microsoft Hit With U.S. Bribery Probe Over
Deals in Hungary

Justice Department, SEC investigation follows similar ones into Microsoft business partners in five
other countries

Trending: Scientists discover a mysterious kind of human brain cell that's not found in mice (https://www.geekwire.com/2018/rosehip-neuron-
discovered/)

Microsoft reportedly involved in bribery probe
related to software sales in Hungary

BY NAT LEVY (HTTPS://WWW.GEEKWIRE.COM/A

Post a Comment (https://www.geekwire.com; AugUSt 23, 201 8 at 3:26 Pm
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WSJ Article — Hungary

* As we confirmed to the Wall Street Journal, as soon as we became aware in 2014 of potential
wrongdoing in our Hungarian subsidiary, we moved quickly to pursue a detailed

investigation and hold people accountable. We fired four employees and terminated our
business with four partners, and we’ve been defending ourselves against legal claims they raised as

a result. We’re committed to ethical business practices and won’t compromise
these standards.

* Beginning in 2014 we also developed a comprehensive response to concerns we had around how
partners and resellers were using discounts. Since then we’ve implemented a new global

program to ensure transparency around discounts fOl‘ government customers. This
requires partners to pass on discounts to these customers and ensures a formal confirmation from
the customer that they are aware of the discount. In addition, our contracts with partners mandate
compliance with local and U.S. law. Finally since 2017 we’ve been developing and using new Al
based technology to better identify compliance risks, including around the use of these types of
discounts.”

--- Microsoft Spokesperson



Case Study & Discussion
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Case Study & Discussion
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 Failure by Partners to Pass-Through
Discounts

s BRI EE BRI RS RERHF
* Unapproved Multi-Tiered Sales

_ndenld 1 L RIHARN S R
Corruption and Other !

, N ) * Preloading and Channel Stuffing
Risks in Licensing

N - « £
AT FHE - . |
M%D L KU AN * Misuse of Credit Term Extensions

b ERmRBEK
* Anti-Competitive Conduct/Partner
Favoritism

* AT A/ ETEIKFFAR R XS5




* Discount Transparency Initiative

- JrHNEA

E N h ance d * Discount Pass-Through Requirement in Channel
Agreement

LICENSING | . mupwsuirnsess

CO nt O | S * Compliance Analytics Program
A S * SO ITIE
Z:LZ_FA 1T U * Proactive Deal Reviews
FEE = « EHHZFEE
1RE =] * High-Risk Deal Desk
/:i'/:lgrf/:_i' + B P EE

e Partner Audits

Attt



Anti-Trust z Z& i



o A r o 2R TR s e [’
R T L L o bl 1 e b LY L,

« Agreements that harm competition}ii === 291N
* Collusion between competitors =5 Xt F 2 [8) 218
 Resale price maintenance 3 E N8 AT
« Abuse of dominant market position ;¥ FA 37 X Bc b fir
* Predatory pricing IS M EM
* Margin squeeze FJ;A#H %
 Bundling and tying 348 Ff1IE &
e Loyalty incentives 3T
e Exclusivity, minimum commitments, and long-term deals Hifth, &{K&1A, KHEIITE
* Partner discrimination & {E{k{#i&0



Collusion pE]

When competitors collude, they break the law
SRFEZEME, BIRmEE T EE

Microsoft employees are expected to detect and prevent all forms of unlawful collusion.
Failure to do so can lead to serious consequences for the employee and Microsoft.

Privileged & Confidential



Fixing or
Maintaining
Prices

[B] E B 4 FF 1A

Group Boycotts
XS

Bid Rigging
FIBIRIR

ion tEIRNFZ T

Allocating
Customers or
Markets

X&)

Collusion Among
Partners

=RGREIERE:S
X

Collusion can take many forms — be on the
lookout not only for collusion with our
own competitors, but among our partners

EEZHER-TURRINE CE SR
Fzid, W UEHNMSHEKRFEZE.



Bid Rigging SB1E B Fx
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Fixing or Ml
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Competitors cannot fix or rig the outcome of
competitive bids, whether by: 3= 5 3 F & [EH
EEBRKR, TIERY:

e Agreeing on what price rival bidders will bid

in advance X = FE X F RIS = iRl —
S — 34

e Agreeing to submit artificially low “sham”
bids to ensure a rival wins[E = I % EEF%

AT IR S XS F AR

Bid Rigging

Agreeing to sit out a bid to let a rival win [5]

AR = BAB IR B H X F B

Microsoft cannot try to unfairly influence which
of its partners or customers wins a bid by
encouraging any of the above conduct. {#&x ~
B EBE EIRRIE LT AR mEEKRF
& P mSBER




FiIndings & Cases
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(ECIF)

Observation: Fraudulent or improper use of End Customer User Investment Funds (ECIF)/Business
Investment Funds (BIF); use of marketing funds for improper and/or non-marketing activities

IR RAEE AT (ECIF) / (BIF) BUEOESAHER; A EHATALEF/HETHE
5]

Risks: Microsoft records do not accurately reflect intended use of funds and funds could be
misused for improper purposes.

RS- HEC R A REERRREFNER BN, FELEURSHEATALER,

Example: ECIF requested with false business justification and funds used to discount licenses

2OECIFNFIBIER AR, XFrE 2T
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* Photos were provided as POE to prove an event JIFAB—NEEN, BBERE1EA

* The photo was taken at a different place than the stated place and it is not a

%e]alevent SEPR R AR AR A EEPOEE FFRAVM S 1HEE, JESItLA AR ER

Photo provided as POE e place stated in PO ould be



An Oracle insider explains how some salespeople gamed the sy

“to sell more cloud

Oracle founder, and executive chairman Larry Ellison
Kimberly White/Getty Images

ORCL Oracle

48.28 0.26 (+0.50 %)

Disclaimer Get real-time ORCI. charts here »

Game on Cloud Sales

* A year ago, Oracle's massive
salesforce received an email
from and Oracle Executive
asking them, in substance, to
“quit gaming the system in the
way they were landing cloud
sales” to work with
"integrity," setting out a long
list of no-no's for salespeople.










B4

* MERFISEIKF R EHEX;

- RIBEW. RZE, MISANLFRIERS
AR S PRI A RHE R 2 JUE <P AY .




PR BT EUATRAISES . Ak
BRI BN TAAE, B R B
gﬁﬁ%,%ﬁﬂﬁKUEﬁm&wﬁ
AR,

www.microsottintegrity.com

Reporting Responsibility

Telephone: Letter: Director of Compliance
400-990-1442 (China Hotline) Microsoft Corporation
1-877-320-MSFT(6738) (Toll-free Legal and Corporate Affairs
line in US and Canada) One Microsoft Way
1-470-219-7087 (Call collect for Redmond, WA 98052 USA

local callers)

Email: buscond@microsoft.com | Fax: 1-425-708-7177 (att. Office of Legal
Compliance)

Report online: www.microsoftintegrity.com

Chinese
Acceptable

Anonymous
report Acceptable

Detailed Information
required




Warning letter 245

Rebates penalty FRIHO3T1L

Suspension of relationship EE&

{E

Termination of relationship Z&X1F&

fEREZ

Consequence Training &
Management Awareness

UMK =]

Process
Management

5) L EDE{%:'EE

Partner and MS Controls & Compliance Interaction

Ensuring mutual trust and compliance assurance between Microsoft and Partners

Quarterly Ops compliance
training ZEIZE S|
Process training ififeiZil|
Integrity training {5208
Annual code of conduct

certification FEE{T/ENRAIE

Onboarding process ERIEiIE
Enhanced sales deal process #rfH
S

POE requirement $1473Z{43I1ERR
Incentive management 3Z[FfiRFE




Consequence Management

Any non-compliance finding may lead to remediation and disciplinary action.

(HAIAREMIT/HEBRIRE S NESFILL T,

Partner non-compliance Remediation and Disciplinary action

Violate Code of conduct > Rebate deduction: 100% #0f&100%+r+03r1.L
ERIT/EN > Termination of relationship R IF&{FXZ

Non-cooperation or non- > Warning letter Z5(5
response with MS audit > Rebate deduction: 50% HIBR50%3r03riL
AECESHERE TR > Suspension of Business E{E325
> Termination of Rebate Program R 1F32[5it%l
> Partner Audit §{Ek{¥EELT
> Training and certification 3Z1)I| S1AUE
Process non-compliance > Warning letter Z&(5
RS > Rebate deduction &3r03TL

> Suspension of Business E{F32 53

> Partner Audit S{EKFEETT
> Training and certification 5| 5IAIE



Why do we care?

el Right for business BEIF AT S AR

Right for risk management R F X [GETE

Right for continued relationship BRI FYEEEF AR

Right thing to do IEAAHYEE

IEREORTEUR TS B . A
PR I RO, SRR TR

AETH |, iHERRERLUEFRA TR AR
RIGIRE,




Who to contact?

15t contact point: Your PDM
- NREEEAAR, BH—HIEERREAIPSE

Controls and Compliance
» BREMRAERBERIBIRAATEX R NE S ERER: COMOPS@MICROSOFT.COM

Report Business code of conduct

« ZRER AT AEN]: BUSCOND@MICROSOFT.COM
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Building Trust with Partners & Customers

@ Lead and model ethical behavior as
outlined in the Microsoft Partner Code
of Conduct '

(2) Train employees to identify corruption,
bid rigging, and channel stuffing risks

Report concerns regarding the codg
https://www.microsoft.com/id@arity

@ Learn more at


https://www.microsoft.com/en-us/legal/compliance/integrity
https://usecmpndst01.blob.core.windows.net/mpnassets/dcb48afa079243f48f509cc2d9148c1d?sv=2014-02-14&sr=b&sig=anERD0aXQw8er4sR07WYh8gSE8sEDXuen8WUEprBr24%3D&se=2017-09-07T20:34:12Z&sp=r

Anti-Corruption | What is a Bribe?

A bribe is offering, promising, authorizing Offering, promising, authorizing or giving
or giving anything of value to anyone,
directly or indirectly, to obtain an Anything of value
improper benefit such as obtaining or
retaining business for Microsoft or its
partners.

To any type of recipient

Directly or indirectly

To obtain a benefit for Microsoft or its partners




Anti-Corruption | Who is a Government Official?

It isn't always easy to identify government entities or their employees. Learn more about who might be

considered a Government Official

e—

A doctor or lawyer A consultant for a

A political party official

employed by a state that is a candidate for government official Any Of these

zﬂte:raigg a state-owned public office may be
considered
government
officials

An employee of a A teacher employed by a An employee of a
company owned or city or town (Government government entity or
controlled by the School) agency

government




Anti-Corruption | Who is a Government Official?

When working with public sector entities, Government Employees
you need to be aware of who the

Government Officials are, specifically
whether the entity you are dealing with is
a State Owned Entity (SOE).

Employees of State Owned Entities (SOE)

Entities Controlled by Government

Employees of SOE need to be treated as » ) .
Government official in accordance with Entities performing functions on behalf of
the Partner Code of Conduct. Government




Anti-Corruption Requirements

I

Compliance
with Anti-
Corruption
Laws

No Payment
of Travel, Gifts
or Hospitality
Expenses

(See video slide)

Accurate
Books and
Records

(See video slide)

Facilitation
Payments are
Prohibited

Money
Laundering is
Prohibited

Microsoft only does business with
trustworthy and ethical partners.

Learn more about the requirements of
Microsoft's Anti-Corruption Policy for
Representatives here:



https://www.microsoft.com/en-us/legal/compliance/anticorruption/reppolicy.aspx

Anti-Corruption Requirements

—
No Personal Here are some additional requirements

from Microsoft's Anti-Corruption Policy for
Representatives

Reporting
Concerns




Sales Deal Execution

Customer
Orders

Multi-Tier

Product
Returns

(See video & 2 slides)

Agreements

Intellectual
Property

(See video)

The Channel Agreement provides
guidance on how to transact on behalf of
Microsoft.




Discount Pass-through Requirement

ERP of $100, Net price of $90,
LSP receives a discount of $5

 For the sale of indirect EA's to Government and SOE
customers:

$105

* LSP’s are able to set end customer prices at their discretion

$100

Maximu
m Resale
—  Price

(LSP can
sell
below
this, but
not
above)

* In cases where the LSP requests and receives a discount from
Microsoft, the LSP must pass through the dollar value of the
discount received from Microsoft, with the “maximum resale
price” to the end customer established as Microsoft ERP

$95

$90

minus the dollar discount amount received. .

The "maximum resale price” does not include taxes and other -
government imposed fees.

# Discount

$75
B Net Price

« LSPs who have not signed the current Channel Agreement $70
will not be eligible to transact with Microsoft. No Discount Discounted




Discount Transparency Disclosure Form

In an effort to reduce corruption risk, Microsoft is
providing more transparency regarding any
special discounts it offers to its partners to close

deals with indirect customers.
* Microsoft requires that these discounts are passed
through directly to the customer to limit the risk

that those discount and rebate dollars are misused.

Microsoft will inform the respective customer

about any special discounts which have been
granted to the partner for a specific deal.

For transactions with an approved discount,
customers will be provided with a Discount
Transparency Disclosure that will document the
discount that has been approved and granted to
their reseller.

<Choose One>
Discount Transparency Disclosure Form

Enrallrment Mumber
Microsoft to complate for initial ferm
Ragaler fo compiate for mmewsl

Discount Details

Reseller will place an order on behalf of Enrolled Affiliate with the Total ERP Deal Value as listed below.
The “Total ERP Deal Value" is the sum of the Estimated Retail Price (ERP) for all products ordered,
listed in the currency in which vour Reseller transacts with Microsoft. Resellers pay a net price to
purchase products from Microsoft; that price may be lower than ERP. For this Enrollment, Microsoft
provided Enrolled Affiliate's Reseller an additional discount off the Reseller's net price, and that
additional discount is shown in the “% Discount to Reseller Met Price Total Deal Value” column in the
table below. Enrolled Affiliate’s actual final price and cumency will be established by & separate
agreement befween Enrolled Affiliate and its Reseller.

__Etep 1. Complete all fiekds in the table below {reguired)

Currency Total ERP Deal value % Discount to Reseller Net Price Total

Deal Value

<Choose One>

This disclosure is valid only for the duration of the Enrollment.

Reseller acknowledgement

Name of Reseller
Printed Name
Printed Title

This form must be attached to a signature form to be valid.




Antitrust & competition law
(1) Avoid Unlawful Collusion

@ Know who is a competitor
@ Unlawtful Collusion includes: |
« Dividing markets or customers;
 Attempting to Increase, maintain, or §
stabilize pricing / “price fixing”;
 Engaging in “bid rigging”

@ Report concerns via www.microsoftintegrity.com



End Customer Investment Funads (ECIF)

ECIF is defined as monetary funding of, Approved uses for ECIF — Consulting, Support, PQR

or payments for, services delivered to
Microsoft end-customers in support of Qualifying as an ECIF Supplier — Onboarding process,
Microsoft products, to drive deployment fully approved can then deliver approved services

or migration of MS products, or provide

support or Product Quality Remediation Scope of Required Service — SOW & PO to start
(PQR). services

ECIF may be delivered through internal Price Charged for Service — Fair rep. of value and use
services engagements delivered by

Microsoft Enterprise Services or through Proof of Execution — Signed/Received by end customer
external services engagements delivered & accurately summarize, date

by third party suppliers.



Marketing/ Co-op Investments

Microsoft often provides incentive
payments to partners and customers

discretionary funds, marketing

development funds (MDF), promotions, Sales Performance Incentive Fund Framework (SPIFF)

and co-marketing payments.
Purchase Orders

Proof of Execution (POE)




Channel Incentives

Microsoft pays incentives to eligible Master Channel Incentive Agreement (MCIA)

partners thru a number of programs, e.qg.

LSP, Commercial Distributors, CSF, Azure Partners must comply with the terms of Master

Consumption. Channel Incentive Agreement (MCIA — part of the
MPN agreement) and the specific terms of each

Incentives can be calculated as % of program.

Proof of Execution (POE) should be provided upon request, to
validate that the agreed activities have been performed.

* Some programs contain a Marketing Co-op element — partners
request payment after performing the activity and providing

billed revenue, consumption or usage.

Incentive payments are administered and

issued by the Regional Operating POE to Microsoft.

Centers. » Partner sales to self or to an affiliate company are not eligible
for incentives.

Local Campaigns

Microsoft may offer local campaigns or promotions for
short term periods. These campaigns will be communicated
separately, however, they are still governed by the MCIA.



Resources

The following resources can provide you with further information and
guidance related to the topics in this course

 Partner University

« Microsoft Standards of Business Conduct
 Anti-Corruption Policy for Microsoft Representatives
« Microsott’'s Commitment to Anti-Corruption

« Partner Code of Conduct



https://learningportal.microsoft.com/ethics/
https://www.microsoft.com/en-us/legal/compliance/sbc/default.aspx
https://www.microsoft.com/en-us/legal/compliance/anticorruption/reppolicy.aspx
https://www.microsoft.com/en-us/Legal/Compliance/anticorruption/Default.aspx
https://aka.ms/code_of_conduct

m Microsoft

THANK YOU



